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Abstract—Due to the real-time requirements in several IoT
applications, fog computing has emerged to overcome the long
latency and other constraints of cloud computing. Due to the
high probability of packet loss, energy limitation of IoT devices,
and the external disturbances that may frequently occur on the
fog infrastructure, the timing constraints of real-time tasks may
be compromised. Therefore, the reliability of executing real-time
tasks has always been a significant challenge in fog computing. In
addition to the correct execution of the tasks, it is also important
to execute them before their deadlines according to their real-
time classification. State-of-the-art methods generally focus on the
delay or functionality of tasks in fog computing systems. However,
those methods do not widely focus on the reliability of tasks with
real-time constraints in dynamic environments. In this paper, a
novel primary backup task assignment strategy based on machine
learning (ReLIEF) is proposed to improve the reliability of fog-
based IoT systems. To identify suitable nodes for the execution of
the primary and backup tasks, ReLIEF employs a Reinforcement
Learning (RL) approach, which has an outstanding performance
in dynamic environments by establishing a balance between
communication delay and workload on each fog device. Based
on the simulations, our newly proposed technique has been able
to reduce the amount of task dropping rate by up to 84%
against the state-of-the-art. Moreover, it is capable of balancing
the workload distribution while increasing the reliability of the
system by nearly 72% compared with its counterparts.

Index Terms—Internet of Things, Fog Computing, Reliability,
Reinforcement Learning, Resource allocation

I. INTRODUCTION

HE Internet of Things (oT) has turned our world into

a place where things can communicate with one another
without human intervention. This technology refers to an in-
frastructure that establishes internet-based communications be-
tween an enormous number of resource-constrained embedded
devices. These devices are significantly restricted in terms of
their processing capabilities, power resources, communication
coverage, storage, etc [1]. Similar to Cyber-Physical Systems
(CPS) [2], the employed embedded devices in these systems
can collect and process the gathered information from their
physical environment [3]. Nowadays, IoT is being widely used
in a wide variety of applications, including but not limited to

smart agriculture, smart cities, smart homes, smart healthcare,
automotive, and logistics [4]. The increasing trend in the
number of connected devices is followed by a significant rise
in the volume of generated information, which should be later
submitted to processing components.

Due to the resource restrictions in IoT devices, they have
constrained processing capabilities and are unable to pro-
cess this massive information [5], [6]. Cloud computing has
provided an appropriate platform for processing and storing
the generated information by IoT devices [7]. However, the
physical distance between the IoT nodes and the cloud servers
may result in a considerable amount of delay. [8]. As many
IoT applications are composed of tasks that are real-time and
should be completed before their deadlines, the delay of cloud
computing is incompatible with these types of applications [9],
[10].

To address the limitations of cloud computing, fog com-
puting was introduced to mitigate the amount of delay by
executing a number of tasks near the network’s edge without
transmitting them to cloud servers [11]. As a result, the delay
of fog computing is less than cloud computing, and it is more
appropriate for real-time applications with a short deadline.
Therefore, a three-tier architecture is introduced such that the
first layer is composed of IoT nodes, the second layer is made
up of fog nodes, and the last layer contains cloud servers [12].

Although fog computing reduces the delay, the distributed
and open structure nature of fog-based IoT systems makes
them vulnerable and prone to various faults [13], which might
occur during the operation of fog nodes, preventing them from
functioning properly. Moreover, unreliable communication
links can result in tasks not being received at the destination
fog nodes. Consequently, reliability management techniques
must be utilized in fog computing. To improve reliability
and ensure that tasks are completed prior to their deadline
in the fog layer, this paper proposes ReLIEF, a learning-
based primary-backup strategy for increasing the reliability of
executing the tasks in the fog nodes. In this novel approach,
the selection process of the primary and backup nodes for
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Fig. 1: Motivational example of a factory that needs a specific
range of reliability levels in different environmental situations.
In this example, DPTO, DDTP, and MOO are compared with
the same number of tasks for 1500 times, and the average
result is reported. The terms “Best,” ”Good,” ”Poor,” and
”"Mixed” refer to fog node conditions with varying degrees
of failure rate.

every task is determined by a machine-learning model based
on the reliability of the system, the workload of the fog nodes,
and the deadline of the tasks.

A. Motivation

As illustrated in Fig. 1, the reliability of different components
and environments in an IoT-enabled smart factory is demon-
strated. The red lines indicate the required range of reliability
levels of this factory. The terms ”Best,” ”Good,” ”Poor,” and
“Mixed” denote different environments with varying degrees
of fault probability. "Best” depicts an environment with a low
probability of fault occurrence, whereas “Mixed” depicts an
environment with a high probability of fault occurrence.

As seen in Fig. 1, as the fault rate increases, the reliability of
all approaches degrades. Therefore, in situations where various
components, such as communication links or processing units,
are prone to malfunction, a solution that can tolerate a high rate
of failures is required. Nowadays, IoT is widely used in critical
aspects of human life. From personal life to industry, the reli-
ability of such systems is important and must be considered.
Therefore, fault-tolerant techniques need to be utilized in IoT.
Additionally, when tasks are real-time, additional constraints,
such as the task’s deadline, must be considered. Thus, typical
strategies for improving reliability could be used to address the
deadlines associated with these tasks. As a result, we proposed
a strategy for achieving a higher level of reliability utilizing
Reinforcement Learning (RL) and a primary backup strategy
that takes all of these constraints into account.

Reinforcement learning has several advantages over classic
approaches. Many of these classic algorithms for tackling
optimization problems rely on hand-crafted heuristics that
successively develop a solution. These heuristics are created
by domain specialists and frequently perform poorly due to
the complexity of the underlying problems. Reinforcement
learning provides a viable alternative to automate the search
and outperform the heuristic methods, specifically in large
search spaces, by supervising or self-supervising the training
of an agent. Also, the other benefit of utilizing reinforcement
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Fig. 2: An abstract view of novel contribution

learning in such a problem is the ability to adapt to a wide
range of problems effortlessly and automatically. ReLIEF
uses a reinforcement-based technique to offload tasks in a
manner that improves reliability. It is highly adaptive to a wide
range of applications and environments. As mentioned earlier,
this is the advantage of reinforcement learning compared to
other techniques that can actively explore their environments.
Therefore, ReLIEF is applicable to fog-based IoT systems with
more than two fog devices needing reliability improvement.

B. Contributions and novelty

ReLIEF considers two types of reliability: 1) functional
reliability and 2) timing reliability. The former indicates that
each task must be executed correctly, while the latter means
that every task must be executed before its deadline. This
method can tolerate both types of permanent and transient
faults. It can also satisfy the real-time constraints of every task
at run-time. Based on an extensive set of simulations, ReLIEF
outperforms the state-of-the-art in terms of reliability, work-
load distribution, and dynamic adaption for a different number
of tasks. In this regard, ReLIEF has improved reliability by
up to 72% against the state-of-the-art, while it has reduced the
tasks’ drop rate by up to 68%. As has been illustrated in Fig.
2, the main contributions of ReLIEF are listed below:

o Dynamic selection of appropriate fog nodes for the pri-
mary and backup tasks with a reinforcement learning
technique in run-time, to the best of our knowledge, Re-
LIEF is the only study that uses a learning-based primary-
backup technique to tolerate the failure of communication
links and processing units, in addition to considering the
real-time constraints determined for the tasks in a fog-
based IoT system.

« Employing a delayed backup-dropping strategy to reduce
processing and network overhead, as well as power
consumption. This indicates that backup tasks are only
sent to fog nodes when there is only a time interval left
before their deadline. This period of time is longer than
the Round Trip Time (RTT), plus the processing time of
the task. Therefore, the backup task will have enough
time to be completed.

e Due to the fact that the ReLIEF is based on machine
learning, it is highly adaptable, and it can operate in a
variety of settings with a variety of system architectures
independent of the number of fog nodes or workloads.

o The effectiveness of ReLIEF is evaluated through a wide
range of experiments. These experiments show that Re-
LIEF performs better in workload balancing, reliability,
and delay compared to other state-of-the-art methods.
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TABLE I: Comparison of existing strategies for task place-
ment and reliability management

Existin R, Real-time Workload | Learning-
works # Reliability tasks Delay balancing | based #
[14] X X v X v
[10] X X v v X
[17] v v v X X
[18] v v v X X
[19] v v v X X
[8] v v v X X
[20] v X v X v
[21] v X v X X
[22] v X v X v
[23] v X v X X

Our work v v v v v

Paper Organization: The remainder of this paper is or-
ganized as follows. Section II gives a brief overview of the
related studies in fog-based IoT systems and an explanation of
reinforcement learning with focusing on Q-learning. Section
IIT introduces the system model. In Section IV, the structure
of ReLIEF will be described in detail. The evaluation of
our primary-backup technique and its comparison with state-
of-the-art is discussed in Section V. Finally, the paper is
concluded in Section VI.

II. BACKGROUND AND RELATED WORK
A. Related State-of-the-Art Techniques

This section describes state-of-the-art techniques and their
limitations based on delay, energy, and reliability. The majority
of research has been on energy and delay issues in fog-based
systems. For instance, Min et al. employed energy harvesting
to power IoT nodes. They suggested Q-learning-based and
Deep reinforcement learning-based algorithms to determine
the offloading rate and offloading destination [14].

In another study, With the help of the Lyapunov optimiza-
tion technique, an online algorithm is proposed in order to
reduce total energy consumption while reducing the average
service delay in fog nodes [15]. Hu et al. provide a method
with the use of two heuristics to schedule real-time tasks in
a manner to reduce energy consumption [16]. Abdel-Basset
et al. proposed a meta-heuristic method based on the Harris
Hawk optimization algorithm for scheduling tasks on virtual
machines (VMs) in a fog environment to optimize energy
consumption, makespan, cost, and carbon dioxide emission
rate [10].

Recently, a number of techniques and algorithms for real-
time tasks in fog computing have been proposed in various
publications [24]-[26]. The proposed strategy introduced by
[17] prioritizes tasks according to their deadline. After pri-
oritizing, the algorithm chooses the ideal computing device
based on resource availability and transmission time. Swain et
al. suggested a task offloading technique based on matching
theory to reduce latency, total system energy consumption,
and the number of tasks exceeding the deadline in an IoT-
fog network [18]. In the fog federation framework, Sarkar
et al. developed a deadline-aware task offloading mechanism.
This technique classifies real-time tasks according to their

task utilization and then assigns them to fog devices with the
goal of decreasing latency and meeting deadlines [19].Another
strategy is proposed in the fog-cloud environment by Adhikari
et al. [27]. In this strategy, a suitable device for processing a
real-time task is selected based on resource utilization and
total cost using the accelerated particle swarm optimization
technique. Hazra and Donta proposed a heuristic-based trans-
mission scheduling and computation offloading technique for
real-time tasks in industrial fog networks [8].

In fog computing, the trade-off between reliability and
system cost is also an important issue. Authors in [20] propose
a run-time task scheduling mechanism for fog computing
platforms to be fault-tolerant while maintaining a low cost of
fog resources and optimizing QoS and energy consumption.
In this work, when the waiting time for processing expires
and the node does not respond, a backup strategy is exploited.
Yao et al. proposed a modified best fit decreasing algorithm for
allocating tasks to VMs in the fog node in order to optimize
system reliability while minimizing system costs [28].

Some research on fog and cloud-based networks take into
account both delay and reliability. A dynamic computational
offloading method based on Lyapunov’s optimization theory
is proposed in [29]. In terms of both task running delay and
task running failure, it optimized offloading options while also
minimizing the amount of time spent processing tasks and
ensuring that the data transfer procedure was successful. Hou
et al. suggested a mechanism for task allocation that decreased
energy consumption while maintaining delay and reliability
[21]. They solved it using the Proximal Jacobi Alternating
Direction Method of Multipliers. The authors of [23] suggested
an offloading policy for heterogeneous fog nodes and a remote
cloud that takes into account the reliability of communication
and delay-sensitive requirements. In another research, Zhu
et al. propose a task scheduling strategy in a multi-cloud
environment that optimizes the delay and total cost while
considering security and reliability constraints [30]. Sun et al.
presented a distributed task replication scheme for vehicular
edge computing that enables any vehicle to distribute task
replicas among many candidate nodes in order to reduce the
average offloading delay under task failure constraints [22].

As it is illustrated in TABLE I, few works paid attention to
the failure in real-time tasks, but still, there are open challenges
in the reliability of fog-based IoT systems with a dynamic
number of fog nodes and tasks in run-time. To address these
issues, in this paper, we developed a learning-based technique
that considers the reliability of tasks in both terms of deadline
and functionality by using the primary-backup technique in
fog-based IoT systems. Moreover, as we utilize reinforcement
learning to select appropriate fog nodes, this method can adapt
dynamically to the different number of fog nodes and tasks.
The workload distribution is also improved over previous
works. Due to this improved workload distribution, the number
of tasks in the queues decreases. Therefore, the delay reduces,
and more tasks could be completed before the deadline.

B. An Overview of Q-Learning

Reinforcement learning is the process of learning what to per-
form in order to maximize a numerical reward signal [31]. The
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learner is not informed about taking which action; rather, it
must experiment to determine which acts produce the greatest
reward. In the most fascinating and demanding circumstances,
actions may have an effect on not only the immediate reward
but also the subsequent situation and, thus, all subsequent
rewards. These two characteristics (trial-and-error, search, and
delayed reward) are the two most important distinguishing
features of reinforcement learning. The fundamental principle
behind reinforcement learning is to capture the most critical
components of the real problem that a learning agent faces
when interacting with its environment over time in order to
accomplish a goal. A learning agent must be able to perceive
the state of its environment, and it must be able to execute
actions that have an impact on the state of the environment.
Additionally, the agent must have a goal or set of goals related
to the environment’s state.

Q-learning is a type of model-free reinforcement learning
[32]. It enables agents to learn to act optimally in Markovian
domains through experience with the consequences of their
actions without requiring them to develop domain maps. The
main parts of Q-learning are as follows:

1) Agent: This is the entity that makes the decisions. In
this research, the agent is a broker or one of the fog nodes
responsible for managing task assignments.

2) Environment: This is where the agent works. For exam-
ple, a fog-based environment with all its devices can be the
working environment.

3) State: This is the status of the system in its environment.
In other words, the state can be considered as a signal that
conveys to the agent some sense of “how the environment is”
at a given time. In fog environments based on the problem
that RL wants to solve

4) Action: This is the agent’s next move. It can be defined
as selecting operating frequency or execution tasks for each
fog node in a fog environment.

5) Reward: This is the feedback that the agent receives
from the environment as a result of taking that action.

6) Reward Function: A function that calculates reward
based on action and system parameters. For example, an
equation with a combination of delay and energy can be used
as a reward function. It is discussed in greater detail in the
section IV-B3

7) Policy: This is a mapping function between the agent’s
states and actions. It is a simple lookup table witch called
Q-table. It will function as the agent’s brain.

After the completion of each action, the Q-table updates
According to the following equation.

Q' (s, ar) = Q(sk, ar) + Brl(rr+1+
7 X max Q(sk41,0a)) — Q(sk,ar)] (1)

Actions are selected based on Bellman’s principle of opti-
mality as follows [33].

7(s) = arg max(@ (5, ) @

Where Q'(s,a) is illustrated in Eq. (1). Moreover, 7(s)
demonstrates the best action a in state s.

TABLE II: Notations utilized in this paper

Symbol | EXPLANATION
T Set of IoT devices
F Set of fog nodes
T Set of Tasks
B Broker
15 ith IoT device
fi ith Fog node
Ti ith task
S; Size of the ith task
a; Arrival time of the ith task
l; Length of the ith task
d; Deadline of the ith task
frj Frequency of the jth fog node
T Broker’s processing time
u Transmission time for the ith task from the broker to
fisTi the jth fog node
ij - Execution time for the ith task by the jth fog node
TQ Queuing time for the ith task in the jth fog
fi i node’queue
D; Total delay of the ith task
R¢ Computational reliability
i Failure rate of the ith fog node
Rl Communication reliability
Failure rate of the communication link between ith
Hi fog node and broker
RO Reliability of a fog node
R; Reliability of the ith task
R Reliability of the system
TPQ Number of tasks in the primary queue
TBQ Number of tasks in the backup queue
We, Total workload in the ith fog node
WL Workload balancing
S; State 4
a; Action 1%
Tk Reward in the stage k

III. SYSTEM ARCHITECTURE

In this section, we describe the system, delay, reliability, and
workload model utilized in the proposed method. TABLE II
summarizes the notations used in this paper.

A. System and Workload model

Fig. 3 illustrates the system model. The system is made
from a set of fog nodes F = {fi, fo, ..., fir|}, which are
heterogeneous, a broker B, and a set of IoT devices Z =
{i1,42,...,471}. The broker is responsible for assigning the
tasks generated by IoT devices to the proper Fog nodes. The
broker could be every single one of the fog nodes. To prevent
a single point of failure, In the beginning, we make a list, and
in that list, we specify the order of the next broker. In case
of failure in the broker, the next fog node on the list will be
the new broker, and by a message from the new broker, all of
the devices on the network will become aware. Fog nodes are
positioned at the edge of the network. Distance between IoT
devices and the broker is often just one hop; therefore, it is
possible to connect IoT devices to the broker over a high-speed
broadband wireless connection [34].

Each fog node has two queues for tasks to be processed.
Primary tasks are stored in the primary queue of fog nodes,
and backup tasks are stored in the backup queue of fog
nodes. Queued tasks are executed in accordance with the task’s
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Fig. 3: A hierarchical model of the system in terms of
processing capability and number of nodes

deadline. Tasks in the backup queue have a higher priority than
tasks in the primary queue, as the tasks in the backup queue
close their deadlines. If any task exists in the backup queue,
it will be executed before the tasks in the primary queue.

We employ a similar workload to that described in [19],
[35]. To be more precise, each IoT device ¢,, € Z has a set
of tasks T,, (11,72,...Tn)|n > 1 . A task is a piece of data
transmitted from an IoT device to the broker. These tasks are
processed on the fog layer. After processing the tasks, each
fog node transmits the results to the broker, and the broker
sends the results to the IoT device 7,,,. These tasks are distinct
and inseparable. Each task 7; € T} has a number of attributes:
7. = {si,a;,1;,d; }, where s; denotes the task’s size (in bits),
a; denotes the arrival time of the tasks, /; denotes the length
of each task in CPU-cycle, and d; is the deadline of each
task. Additionally, each task has its own unique id, which is
a combination of its sequence number and the id of the IoT
device from which it originates.

B. Delay model

In this study, four types of delays are considered as follows: 1)
Broker’s processing time, 2) transmission delay, 3) execution
time, and 4) queuing delay. These delays will be discussed in
detail in the following.

1) broker’s processing time: Tj denotes the broker’s pro-
cessing time. In other words, this is the period of time during
which the g-learning model selects the primary and backup
nodes for each task. The value of T} is almost always the
same, but it changes based on the specifications of the broker,
so it is considered as an €.

2) Transmission delay: The term transmission delay refers
to the sum of the time required to send the tasks to the fog
nodes and the time required to deliver the results to the IoT
nodes. In most cases, the result is a small packet. Therefore,
the time required to deliver the results is neglected [36].

based on [37], The data transmission rate between the broker
B and the fog node f; can be expressed as follows:

hs. 5, (1) ~P>

N 3)

TRBJj (t) =w 10g2 (1 +
Where w is the transmission bandwidth, hp s, (t) is the
channel power gain and it is equal to v1 Zp ,~”> where Zp §,
is the distance between the broker B and fog node f;. Also,
vy is the path loss constant and v» is the path loss exponent,
p denotes the transmission power, and N is the noise. As a
result, the transmission delay between the broker and a fog
node f; for task 7; is denoted by:

u Si

T = 4
fiTi TRB,fj (t) 4)

3) Executing time: The time for executing the task 7; on a
specific fog node f; is expressed as:

e _ li
Tfjﬂ'i frj )
Where fr; is the frequency of the fog node f;.

4) Queuing delay: ¢ -, indicates how long a task must
wait in the queue before geing processed by a fog node. This
delay is calculated as the sum of the processing times of tasks
in the primary and backup queues that have a deadline earlier
than task ;.

As a result, total delay D for task 7; can be calculated as
follows:

Di:Tb+TfI;uTi+T;j;Ti+T.)cQj,Ti 6)

C. Reliability model

Due to the diversity of environments and working scenarios
for fog nodes, the failure rate for some tasks could be
high. Accordingly, reliability is a critical issue that must be
considered.

Our reliability model is based on [38]. The system’s reli-
ability is defined as the product of the probability that each
fog node will be operational during the execution time of the
assigned tasks and the probability that each communication
link will be operational during the data transmission period.
The Poisson process [38] affects the failures of fog nodes and
communication links. Additionally, the failure rates of the fog
node f; are denoted by the )\;, while the failure rate of the
communication lines between f; and B is denoted by the letter
;. As a result, the computation reliability of each fog node

fi is:

g

TN (7)

c _
fi =€

And also, the link reliability is:

—pi S
Rl : —e ¥ TRg, f; (t) (8)

Then, the reliability of a task 7; that transmitted from B to
fi is denoted by:
Li . 54
,Aifj*ul,yw ©)

R)=R§ xR} =e
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As we use the primary-backup technique for each task, the
reliability of each task consists of three disjoint events.

1) Both primary and backup nodes are functional.

2) The primary node is functional, but the backup node has
failed.

3) The primary node has failed, and the broker does not
receive the result, but the backup node is functional.

Because these three events are collectively exhaustive and
mutually exclusive, according to Bayes’ rule, it is possible to
consider the reliability of each task as the sum of these three
events [39].

As a result, the reliability of each task 7; by utilizing the
primary backup technique is calculated as follows.

R = R 4+ Rl — RY + R[1 — RY (10)
R; = 2R — RY® (11)
Therefore, the total reliability of the system is
T
(12)

R=]]R
i=1

D. Load distribution model

To measure and compare the workload distribution, the total
workload in each fog node can be compared to the average
workload of all fog nodes. The Total workload for each fog
node f; is calculated based on Eq. (13)

Wy, = TPQ + TBQ (13)

In Eq. 13, TPQ and TBQ are the total amounts of CPU cycles
required to process all of the tasks in the primary queue and
backup queue of the fog node f;.

P;

TPQ = Z I (14)
p=1
B;

TBQ = Z ly (15)
b=1

Where P; and B; are the numbers of tasks in the primary
and backup queue of the fog node f;.
Therefore the workload distribution is calculated as follows:

S wy,
Wavag = ==—— (16)
||
7|
WL=> Wy, - Wavg| (17)
=1

Where |F| is the number of fog nodes, and WL is the
workload distribution. The closeness of the W L to zero shows
better workload balancing.
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Fig. 4: The overview of our proposed method (ReLIEF)

IV. PROPOSED METHOD

This section demonstrates the proposed task assignment tech-
nique based on reinforcement learning, and the primary-
backup approach [40], [41]. Fig. 4 provides an overview of
our proposed method. To achieve a higher level of reliability,
we utilize the primary-backup technique. The primary-backup
technique is one of the most important techniques used in
fault-tolerant systems. In this technique, there is a primary task
and a backup task. If the primary task fails, then the backup
task is executed. Due to the real-time nature of the tasks in
our system, selecting nodes for the execution of the primary
and backup tasks is an important issue. For this selection,
we employ the Q-learning method. As previously stated, Q-
learning requires three critical parameters. These parameters
and problem formulation will be discussed in greater detail in
this section.

A. Problem formulation

In this section, we formulate the problem by utilizing Integer
Linear Programming (ILP). The following notations are used
in this formulation. n is the number of tasks that are ready to
be executed. y is the number of available fog pairs, and ¢ is
the number of time slots in each hyper period.

o The matrix RR € R™"*¥*? represents the reliability of the
system. In this matrix, each element RR;x; represents the
reliability of the task 7; or 7b; (7; is the original task and
7b is the backup) in time slot [, which is executed on fog
device k.

o The task-to-fog-pair mapping is represented by the matrix
X € {0,1}"*¥xt_ At the time-slot [, the task 7; or Tb;
is mapped to the fog device k if and only if X;z; =1

The final objective of our method is to improve the total
reliability of the system and keep it higher than a specific
level while meeting the task’s real-time constraints.

Objective: The total reliability of the system (i.e., the
product of the reliability of all running tasks in each time
slot 1) should be more than a specific reliability level R;.
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Vi : HXiklRRikl > Ry

i=1

(18)

Consequently, this is a 0-1 assignment problem, and we
have the following:

Vi, k,l: X € {07 1} (19)

Constraint: All tasks in the task set must complete all their
execution phases before the deadline.

Vi, k,l: X < d; (20)

B. Q-learning parameters

The following sections define the state space, action space,
and reward function. It should be noted that the Q-values are
initially determined randomly. In consequence, the model’s
outputs become less reliable and more unpredictable with time.
This issue is referred to as the “Cold-start issue” [42]. In
order to address the Cold-start issue, the model was run in
a simulated environment prior to being used in run-time to
verify that the Q-values are more realistic than the random
version.

1) State-space: Several system metrics, such as node tem-
perature, power consumption, bandwidth, and Workload dis-
tribution, can be utilized to determine the current status of
the system. However, using all of these parameters at the
same time is not necessary, and also, using all of them may
result in increasing the model complexity. Therefore only a
subset of these metrics must be chosen. The reliability and
workload distribution of the system are used to determine the
state of the system. The reason for choosing these two metrics
is that our primary objective is to improve reliability while
maximizing the workload balancing of the system. Therefore
these two metrics were selected among the others. The value
of state variables like reliability and workload distribution
is continuous and can take any value; representing the state
using continuous values may lead the system to significant
computational complexity and reduce convergence speed. To
alleviate this problem, all state values are treated as a number
of discrete values [43]. Therefore the actual state values are
mapped to discrete values depending on their proximity to
the discrete value. As a result, the system may have one
of k discrete and specific states represented by si, so, ..., Sk.
Each state is a representation of the fog node’s reliability and
workload balancing. States are denoted by s; = {R;, WL;},
where R; is the reliability of fog node ¢ and WL, is the
workload balancing.

2) Action-space: There are only a limited number of dis-
tinct actions available for the model to search in. Actions are
denoted by A = {a1,as,...,a)4|}, where each a; represents
the id of two fog nodes. One of them is the id of a fog node
that is responsible for the execution of the primary task, and
the second one is the id of a fog node that is responsible for
the execution of the backup task.

Algorithm 1: Task scheduler in fog nodes

Input: task 7;.

Output: The result of the task 7;.
1: primary_execution_queue = [ |
2: backup_execution_queue = [ ]
3: for each input task do

4:  if 7; is primary then

5 primary_execution_queue.append (7;)

6: else

7 backup_execution_queue.append (7;)

8

9

end if
if backup_execution_qgueue is not empty then
10: for each task 7; in backup_execution_queue do
11: EDF (backup_execution_queue)
12: end for
13:  else
14: EDF (primary_execution_queue)
15:  end if
16: end for

3) Reward-function: As discussed earlier, the reward func-
tion directs the learning process by giving points to the RL
agent. The reward function must be defined in terms of the
state of the RL agent as well as the action executed by the RL
agent. The reward function must be constructed in conjunction
with the action, state, and other aspects that must be minimized
or balanced. As a result, the reward function for the model that
transients between states s; and s; is as follows.

Tk1|(Siy @m, 85) = pr (AW L/W Ly, )+

p2(AD/Dy,) + ps(AR/Ric) (1)

Eq. (21) expresses the amount of reward that the model
will receive for doing action a,, from state s;. Combining
multiple metrics is not straightforward due to their distinct
behaviors and cardinality. To address these issues, authors in
[44] have proposed the use of principal component analysis.
This is effective but is limited by a number of factors, such
as the non-linear or orthogonal relationship between workload
distribution, delay, and reliability, as well as the complexity
required to operate in the utilized scenario. Consequently, we
consider the variation in the WL relative to the target WL,
the variation in the D related to the target D, and the variation
in the R related to the target R. Therefore, AW L/W Ly,
AD/D,,, and AR/Ry, represent the change in the workload
distribution, delay, and reliability with respect to the target
value of these variables, respectively. The parameters pq,
p2, and ps correspond to the learning parameters discovered
through a vast number of experiments [45]. In our case, p;
equals 0.36, py equals 0.27, and p3 equals 0.29.

C. Design Methodology

Our proposed method has two distinct parts. One part executes
on fog nodes based on Algorithm 1, and the other one
executes on the broker as discussed in Algorithm 2. These



IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 12, JUNE 2023

Algorithm 2: Q-learning based reliability management in
broker

Input: Task set 7 = {71,72,..., 77|}, a set of Fog nodes

F = {flvf?a""f‘F|}

QOutput: Determining the primary and backup nodes.
1: while U is not empty do

2 for 7, in ¥ do

3: Calculate reliability as in Eq. (12).

4 Calculate the workload distribution based on Eq.
7).

5: Determine the system’s state, which corresponds to
the task’s reliability and the computed workload
distribution.

6: Choose an action that has the best policy in terms of
Eq. (2).

7: Send primary task to selected node based on chosen
action.

8: while task_remaining_deadline > transmission_time
+ processing_time do

9: if The result of the task 7; received then

10: Remove the task from V;

11: break;

12: end if

13: end while

14: if The result of the task 7; NOT received then

15: Send the backup version of the task to the chosen

node;

16: end if

17: Calculate the reward using Eq. (21).

18: As in Eq. (1), set the new values of Q-values.

19:  end for
20: end while

two algorithms will be discussed in more detail in sections
IV-C1 and IV-C2.

1) Broker: The pseudocode in Algorithm 2 illustrates the
decision-making process in the broker for finding the appro-
priate nodes for primary and backup tasks. In the first stage of
the Algorithm 2, the broker calculates reliability and workload
distribution as in Eq. (9) and Eq. (17) respectively (lines 1-2).
After that, The state of the system must be determined based
on the calculated reliability and workload distribution (line 5).
After determining the state of the system, the best policy must
be chosen based on Bellman’s principle of optimality Eq. (2)
(line 6). Then the primary task must be sent to the selected
node based on the chosen action (line 7). Following that, the
broker waits for the results of the task 7;. If the broker receives
the result successfully, then the task must be deleted from the
list ¥ (lines 8-10). Otherwise, if the result is not received
prior to a certain time, a backup is sent to the specified node
(lines 11-15). That specific moment can be estimated using
the formula in line 11. Then, the reward is calculated by the
reward function as in Eq. (21) (line 18). Finally, new Q-values
are determined using Eq. (1) (line 19), and The Q-table will
be updated based on new Q-values.

2) Fog nodes: Algorithm 1 specifies the order of execution
of tasks in each fog node. In fog nodes, there are two execution

Simulation environment
Periodic real-time G oniconebase
applications with Fog layer
time constraints Phase 2 e
real-world . Fog node 1
Average operation: Task 1 Task 2 Task 3 '(Algorithml )
§;= 150 Kb $;= 220 Kb S3= 650 Kb e
Accumla_tor The model operates a=103s =212 a=148s ... frl_'“g's GHz
Kalman Filter with real-world I;: 4*10°%cycle | | 1,: 8*10%ycle | | 1:: 3*10%ycle: RAM=256 MB
Interpolation data received from i | B | M Queue: [1]
Range Filter 0T devices in any Fog node 2 T
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o gorithm %
XMBGarsing (o7 devices ) || (CFounode3 )|y 36m | 4 I
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Fig. 5: The overview of our simulation environments

queues: primary and backup (lines 1-2). Each input task 7;
appends to one of these queues. If the input task is primary, it
appends to the primary queue, and if the input task is backup,
it appends to the backup queue (lines 4-8). Execution priority
is always with the backup queue because these tasks have no
other backup, and they are so close to the deadline. As a result,
if there are no tasks in the backup queue, execution of tasks
in the primary queue begins based on EDF (lines 10-15). The
tasks are executed based on the partitioned Earliest-Deadline-
First (EDF) scheduling policy. The EDF policy is a well-
known dynamic priority scheduling algorithm used in real-
time systems to schedule tasks in a priority queue. Whenever a
scheduling event occurs (a task finishes, a new task is released,
etc.), the priority queue will be searched for a task with the
earliest deadline. After a task is done, the result is sent back
to the broker, which sends it to the IoT devices that generated
it.

V. EVALUATION

In this section, we discuss the simulation environment, and
we analyze the effectiveness of the proposed method in terms
of 1) computational delay, 2) transmission delay, 3) queuing
delay, 4) reliability of the system in a variety of scenarios,
5) utilization using the fog computing framework. Fig. 5

TABLE III: Simulation’s parameters

PARAMETER Value
Number of IoT nodes 30
Number of fog nodes [5 — 15]
Number of tasks [50 — 300]
Task size [100 — 1000] Kb
Length of tasks [1 —15] x 10°® cycle
Deadline of tasks [100 — 5000] ms
freqs, [1 — 5] * x107 cycle/s
w 50 Mb/s
Path loss parameters (v1, v2) (10—3,4)
) 1073 W
N 10-10W
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Fig. 6: The proposed method (ReLIEF) was compared to state-of-the-art techniques and a baseline strategy based on 2500
experiments across various tasks with varying computational needs.

illustrates the evaluation setup. Moreover, we compared our
proposed method with the following baseline strategy.

e Random Action: In the random action strategy, the pri-
mary fog node and the backup fog node for each task are
chosen randomly.

o Without Backup: In this strategy, each task has only one
chance to be processed. More precisely, each task is only
assigned to one fog node, and there is no backup fog
node.

o Fast Offloading: In the Fast offloading strategy, each task
is assigned to the fog node with the shortest delay, and
the backup task is assigned to the next fog node with the
shortest delay.

Additionally, to demonstrate the proposed strategy’s efficacy,
we compare it to three states of art methods, i.e., DDTP [19],
MOO [27], DPTO [17].

A. Simulation environment

For simulation, we considered 30 IoT nodes that generate
multiple periodic real-time tasks. The task set for this work
contains real-time tasks, which means that all of them have
time constraints that must be considered. These tasks need
more computational power to be executed on IoT devices.
Therefore, all of these tasks need to be offloaded to fog de-
vices. The number of fog nodes can be dynamically changed,
and the proposed method can adapt to the different numbers of
fog nodes. The entire simulation is run on an Intel® Core™ i7-
6700HQ processor @ 3.5GHz x 8 with 16-GB RAM using
the Ubuntu 20.04 LTS operating system. The simulation is

fully implemented with Python programming language. All of
the experimental processes are repeated 2500 times, and the
average result is reported. Table III demonstrates the rest of
the simulation parameters in detail [17].

B. Experimental results

We validate our reliability approach by comparing the pro-
posed (ReLIEF) with the mentioned state-of-the-art methods
and baseline strategies.

1) Reliability: Fig. 6a demonstrates the average reliability
for a different number of tasks based on Eq. (12). Reliability
is calculated based on the number of nine. In this study,
reliability is defined as a combination of functionality and
timing. In other words, due to the real-time nature of the
tasks, processing tasks before the deadline is as important
as processing tasks correctly. As illustrated in Fig. 6a, our
proposed (ReLIEF) has a higher level of reliability (key
observation ( 1)). It may select suitable fog nodes based on the
deadline using reinforcement learning, and the backup ensures
that functionality is right. According to our Experiments, on
average, we have a 62.4% improvement in reliability with a
different number of tasks. Another experiment, represented
in Fig. 6b, demonstrated the average reliability for various
fault rates. It is obvious that by increasing the fault rate,
the reliability in all methods decreases, and the proposed
(ReLIEF) method outperforms other state-of-the-art methods
(key observation @) by an average of 71.5% due to the
backup mechanism and intelligent selection of fog nodes. As
seen in Fig. 6c, increasing the number of fog nodes increases
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the reliability. This happens because by increasing the number
of fog devices, there are more choices to select. With a good
workload-balancing strategy, increasing choices could lead to
less crowded queues in fog devices. As a result, a higher
number of tasks can reach their deadlines (key observation
@). ”ReLIEF” also achieved, on average 84.6% reliability on
a different number of fog nodes. Also, Fig. 6d indicates that
during a specific amount of time, by increasing the number of
tasks that comes to the fog nodes from the IoT nodes reliability
of real-time tasks can be compromised. In this experiment,
we monitored the reliability level of 2500 real-time tasks for
100 seconds. It shows that smart node selection leads to good
workload balancing, and a better level of reliability can be
achieved (key observation @).

The reason that our proposed method (ReLIEF) outper-
formed other methods in a larger number of fog nodes is that
by using reinforcement learning, "ReLIEF” can dynamically
adapt to the new situation, and by better workload balancing,
it reduces the crowd in fog node’s queue. Therefore it reduces
the delay.

2) Workload distribution: One of the other important pa-
rameters that affect the performance of a fog system is
workload distribution. In this case, Eq. (17) reflects the
maximum amount of variation in workload across all of the
fog nodes. As this value decreases and becomes closer to
zero, it indicates that the workload is balanced between fog
nodes. As a result, a lower number represents better workload
balancing. As seen in Fig. 7, ReLIEF (key observation @) is
83.3% better in workload balancing compared to the state-
of-the-art works because the workload is one of the main
parameters in the reward function Eq. (21) the model always
moves in a direction that has better load balancing. Since load
balancing causes workload distribution among fog nodes and
uses the resource’s all of the fog nodes, energy consumption
may increase rather than other methods. However, workload
balancing reduces peak power and keeps the temperature of
fog nodes from rising.

3) Throughput: The throughput of the system is determined
by the number of tasks completed within a specified time
period. Fig. 8 illustrates how many of the 3600 tasks were
completed successfully prior to the deadline. ReLIEF performs
better than other baseline strategies and state-of-the-art meth-
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E== Without_Backup DDTP 222 MOO
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3600
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1200

Number of tasks

0.0001 0.001

0.01 0.1 0.5
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Fig. 8: Number of successfully executed tasks before the
deadline of each task out of 3600 tasks with different failure
rates.
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Fig. 9: Delay for a different number of fog nodes.

ods (key observation @). One of the main reasons for this
is using the primary-backup approach. Using this technique,
if one of the fog nodes or communication link fails and the
result is not received, the backup task in other fog nodes
begins to execute in order to deliver the result before its
deadline. Another reason is intelligent node selection. The g-
learning approach is used in this paper to select appropriate
primary and backup nodes depending on the task’s deadline,
delay, and workload on fog nodes. In this work, balancing the
workload among fog nodes is important, and each task assigns
to fog nodes based on its workload. Balancing workload
prevents congestion on fog nodes and causes tasks to meet
their deadlines. All of the above-mentioned factors lead to an
average 84% improvement in successfully completed tasks.
4) Delay: The time complexity of this approach can be
studied in two phases. Phase one is the phase in which the
model tries to converge and generates an effective policy table
with higher time complexity than some of the other states of
the arts. Phase two is the phase after convergence, and the
agent can decide only by looking and searching in the policy
table. The complexity of this phase is O(n) which is slightly
lower than the state of the arts. The complexity in phase one
could not cause any trouble for the system because the tasks
are real-time, and in real-time tasks, it is only important to
finish them before the deadline and not as soon as possible.
Our experiments show that even in phase one, with higher
time complexity than the state-of-the-art methods, ReLIEF
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TABLE IV: The impact of the hyperparameters on the perfor-
mance metrics.

P1 02 3 WL  Delay Reliability
034 034 0.68 | 1688 9.25 5
034 058 033 | 17.62 8.95 5
053 042 037 | 483 6.12 6
033 033 033 | 6.73 5.69 7
036 027 0.29 | 5.56 53 7

could execute tasks before their deadlines, and it is because of
the fare and balance allocation of the tasks. This balance and
fare allocation help the system prevent crowded queues in fog
nodes.

As illustrated in Fig. 9, increasing the number of fog nodes
while maintaining a fixed number of tasks reduces the time
required to process each task. This is because by increasing the
number of fog nodes, there are more resources available. By
assigning tasks to fog nodes based on workload distribution,
processing queues become less congested. Additionally, as one
of the most critical components in the reward function is the
delay, it has an important role in the selection of the fog
nodes. As seen in Fig. 9, in the fast offloading approach, the
delay increases with an increasing number of devices (key
observation ). This is because this approach just focuses
on transmission delay and does not consider queuing delay,
whereas ReLIFE (key observation ) considers transmission,
queuing, and processing delays. Additionally, the delay varies
intermittently in the random action approach and lacks any
discernible pattern, as fog nodes responsible for task execution
chose arbitrarily without a specified strategy. Nonetheless,
when an error occurs in a primary task, the task’s response
time increases. This is because the execution of the backup
task was not initiated until the deadline approached. Sending
backup tasks close to the deadline conserves energy and
prevents the waste of resources, particularly in environments
with a low error probability.

Moreover, selecting different values for learning parameters
has an impact on the final results. Therefore, it is important
to select these values carefully. Table IV is a part of the
experiments to find the best values for learning parameters.
Selected values are in the last row of the table.

VI. CONCLUSION

This paper has proposed a reinforcement learning-based
real-time task assignment in fault-tolerant fog networks, called
”ReLIEF,” to increase reliability while meeting real-time con-
straints. To increase the reliability, we exploited the primary-
backup technique. If a failure happens in one of the fog
nodes or communication links, this technique ensures that the
backup task executes on another fog node to ensure meeting
the deadline. Due to the fact that selecting each fog node
can have a specific effect on the system’s status, it is critical
to select suitable fog nodes for executing the primary and
backup tasks. Primary and backup nodes are selected by the g-
learning algorithm based on the deadline of the task, delay, and
the workload of fog nodes. With a good workload-balancing

strategy, the model can lead the system to a status with less
crowded queues in fog devices. As a result, the delay can
be reduced, and a higher number of tasks can meet their
deadlines. Also, The simulation results indicate the proposed
ReLIEF strategy’s effectiveness in comparison to many state-
of-the-art algorithms with a variety of performance metrics.
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